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Introduction

Welcome to the Entity user guide. This guide will help direct you through the steps needed to
access your account on the new Health Facilities Division Web Application. The Entity user
account was designed to give you an easy way to keep your entity information updated.

Suggested System Requirements

Browser - Chrome
Registration Account - Google

Registering

You will be registering a new account on the new DIA-HFD web application. Please use the link
provided to access the new login page.
e https://dia-hfd.iowa.gov

Registering User

e |nstructions for registering a new account
e Select the Login Button on the upper right corner of the page

& INSPECTIONS = APPEALS gink

Direct Care Worker Registry
& Health Facility Database

DCW SEARCH ENTITY SEARCH
Look up eligibility status of Direct Care Workers Look up contact details for care facilities
dentification Number Name
First Name Last Name City Counties

Choose Counties

Entity Types
m Choase Types
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https://dia-hfd.iowa.gov/
https://youtu.be/MyAkvD99cp0

e Choose either Google or Microsoft to login with. This will take new users to the
Registration page.
e A user does not have to have a Google or Microsoft email, but must have an account
with one of the two options.
o Google account creation with an existing email (also see Appendix A for step by
step instructions)
m Video on How to create Google account with pre-existing email address
o Microsoft account creation with an existing email (also see Appendix A)
m Video on How to create Microsoft account with pre-existing email address

Sign in with. .. X

3 Sign in with Google a Sign in with Microsoft
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https://support.google.com/accounts/answer/176347?co=GENIE.Platform%3DDesktop&hl=en#:~:text=When%20you%20create%20a%20Google,%2C%20get%20notifications%2C%20and%20more
https://www.youtube.com/watch?v=WOb11S9me0c
https://support.microsoft.com/en-us/office/using-a-microsoft-account-with-a-third-party-email-address-55cfbed6-4ce9-4d6f-a66b-8ace77fe9d5a
https://answers.microsoft.com/en-us/msoffice/forum/msoffice_account-mso_other-msoversion_other/how-to-create-a-new-microsoft-account-video/948ff509-986f-40e4-91d9-e7b9443b0566

e On the Register page select the ‘Entity Staff option. This is what ties a user to an Entity,
for the user to manage the Entity data.

S ome [i

@ Register

What type of user are you?

Looks Bke you ang niw 10 this System 20 we nééd your hilp bafore we can grant you the proper level of access

Dion't worry this will not taka long

w H = w

Direct Care Worker Entity Staff Community College Complaint Unit

SELECT
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e Choose the Entity that you need to register for. If there is more than one Entity that you
need access to, then choose your main Entity. After registration is completed, please
notify DAI-HFD of the additional access needed.

e Click on the ‘Proceed with Selection’

Choose your Entity

21ST CENTURY REHAB(REHAB)

- | <N

’r.h\
S PROCEED WITH SELECTION CLOSE

e Users will then see the ‘Access Requested’ page.

) lowa Department of
‘ INSPECTIONS - APPEALS

Access Request: Access request for account has been sent for approval. X

Access Requested

DIA will give permissions for users to access their individual account and the user will receive
an email notifying when access has been granted. Users will NOT be able to access the system
until access has been given.
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User Account

Once a user has an account created and has registered, the user can then login into their
account.

Accessing Account
e Users can access their College user account by accessing the DIA HFD system at

https://dia-hfd.iowa.gov.
e Select the Login Button on the upper right corner of the page.

o aLogin

& INSPECTIONS = APPEALS

Direct Care Worker Registry
& Health Facility Database

DCW SEARCH ENTITY SEARCH

Look up eligibility status of Direct Care Workers Look up contact details for care facilities

Identification Number Name
First Name Last Name City Counties
Choose Counties
Entity Types

m Chaose Types
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https://dia-hfd.iowa.gov/

e Choose the Authorization that you registered with, either Google or Microsoft. The user
will be recognized by the OAuth providers and will be automatically signed in based on
the user’s credentials.

Sign in with... X

m Sign in with Microsoft

) Sign in with Google

CANCEL

User Dashboard

Once logged in the user will be taken to their dashboard. The dashboard has notifications for
the user to manage. The main navigation is on the left side of the screen and the user name
and logout controller are in the upper right corner. The entity name that that user is assigned to
is at the bottom of the left navigation.

e When the user has claims for more than one entity, there will be a dropdown list under
the entityname in the left navigation. This allows the user to toggle between entities and
the entity’s data.

o To see the full entity name in the dropdown list, users will only need to hover
over the options.

e Verification notification when yellow will allow the user to access their left navigation options.
When there is a red notification the user must address the verification requirement.

= el —“’Wm““ -
- 2 INSPECTIONS = APPEALS Ent1734A =
. Facility Staff
¥l Self-Report Dashboard
f= DCW
DCWs needing verification
@ Dashboard =
Number of DCWSs Past Due 1 —

Q, Entity Search

B Users

Entity Selection

Bickford Cottage Cedar
Falls

CHODSE... -

Bickford Cottage A

Bickford Cottage B...
Bickford Cottage C...
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DIA HFD

ENTITY

B MyEntity
! Self-Report
= DCW

@ Dashboard
B Users

Entity Selection
Bickford Cottage Ames

() iNSPECTIONS = APPEALS

Facility Staff

Dashboard

DCWs needing verification
Number of DCWs Less Than 60 Days Out 2

ST

Logged in as: . .
— holly.seidel@iowa.gov ™

e Users will need to select the ‘View List’ button and will be taken to a new screen.
There the user will click on the ‘Select’ button and choose to either add a

o

o

DIA HFD

ENTITY

B MyEntity
! Seli-Report
i< DCW

@ Dashboard

B Users

Entity Selection
Bickford Cottage Ames

Verification date or a Separation date.
User adds the date and then clicks on the ‘Save’ or ‘Cancel’ button.

[j INSPECTIONS % APPEALS

Show 10 ¢ entries Filter

Middle Name

First Name Registry ID Days Remaining #  Hire Date

Werden Madison L 297859 1

Update Verified

Update Separation

Bridges Claire 274580 24

Showing 1to 2 of 2 entries

Logged in as: ~
holly seidel@iowa.gov

¢ SELECT
4 SELECT

Update Separation Date X

Separation Date:
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Left Navigation

Your Left navigation is where the user will access all of their screens and allow the user to
process their workflow.

DIA HFD

ENTITY

B MyEntity

¥ Self-Report

i DCW
@ Dashboard
B Users

Entity Selection

Bickford Coltage Ames

e My Entity options - This is the Top navigation option with two sub-navigation options of:
View and Edit.

View - Lets the user view the details of their assigned entity.
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DIA HFD

ENTITY

B MyEntity
View
Edit

 Self-Report

i DOW

@ Dashboard

B Users

Enfity Sebection

Bickdord Caltage Ames

Entity Details

[J IN‘SPEC‘I‘IDI‘!S % APPEALS

Bickford Cottage Ames ( ALP/D )
Demographics Redated Entities DIA Information Designations Busimess Lnits Visits Compliance Payments

-Basic

Entity Type: Medicaid 8: CHN #:

Assisted Living Programs for People with

Dementia (ALP/D)
Becupancy Typa: Max Occupancy: Status:

LUnits 45 Active
Close Date: Accredited:

License & Survey

License &
50024
Renewnl Cycle:
365
Months Since Last Survey:
1]
Losa of MA Training:
Nar

No Record Found

Initial License Date:
0051559

Entity Type Renewal Cycle{monthal:
24

Entity Type Survey Cycle{montha):
22

Aceredited Deemed:

Amenican Osteopathic AssociationHealhcare
Facilities Accreditation Program

Current License Date:
03042020

Expiration Date:
03042021

Special Prograns:
No
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o Edit - Lets the user edit the: Entity Name, Administrator Name, Administrator
License #, Phone, Fax, Email, and URL

Logpedinas: o _

DIAHFD E G INSPECTIONS & APPEALS EnttyTestie &
Entity Details
B MyEntity
Entity Name: Bickford Cottage Ames L
View
Ayla Repp
Edit
AdministratorLiconses Phone Fax Erail
w Seli-Report Director (111) 123-1234 (111) 123-1234 bogus.emall diahfd@iowa gon

i DCW URL

@ Dashboard

e Self-Report options - This is the Top navigation option with two sub-navigation options

of: Add Self Report and My Self Report.
o Add Self Report - Takes the user through the process of adding a self report for

their entity.

- T Logged in m -
DIAHFD - |—,—| INSPECTIONS *. APPEALS EranyTestiner &
e
Self Report
W MyEntiy
w1 Seli-Raporl Entity Maness  Bicitord Coftage Ames Entity Type s ALFD Addrasss A Bogus Addrss 123
Add Self Report Ginyz AT Gounty: 55 Smar 1A B 500107119 Fhena (111) 123-1234 Fa (111} 1231234
mmain  bogus email dahidGiowa gov
My Sell Reports o - ?
= DOW
& Dashboard
Reporting Party
Masn: Titha":
iy Statar zp: FAp——
P ] 50010
Emaile:
Reporting Information
Raperting Typa": Ervviraneenisl Type: Approximate Date Time Soourred:™:
) 0 ~ Salec! Dne " @
Lotaiien Sesurred's Bate dware*s L Brfersement Hetified || Repert Tighe oo
L S —— Garrective Action Description:
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o My Self Report - Allows the user to view a list of self-reports. Depending on the
status of the self report and the users permissions the user can view/edit/delete

the listed self reports.
DIA HFD = ) nspECTIONS 5 APPEALS

i Self Reports

B MyEntity

+ Self-Report

Add Self Report
Show 10 s entres

My Self Reports

Intake ACTS# Filed Date
Mumber ¥

Incident date Incident Type
i DOW

1M256 041132021 0410572021 Allegation of Abuse

@ Dashboard

111255 0372612021 032672021 Accident with major injury

= Users

111254 032612021 030172021 Accident with major injury

Showing 1 1o 3 of 3 entries

Bickford Cottage Ames ( ALP/D )

Filter:

Title

TestFile

Logedin e,
Etity Testiiser

, HO0R
L

e DCW options - This is the Top navigation option with two sub-navigation options of:

Search and My Employees.

o Search - This allows the user to search for DCWs to view their details and to hire

DCWs that are eligible to be hired.

DIAHFD - [ inspECTIONS & APPEALS

By Direct Care Worker List

W MyEntily )
Search CsV || POF

« SellReport
Show 10 ¢ entries

i DCW
No data available in table

My Employeas
Last Mame Showing 0 to 0 of 0 entries

Registry B0 First Name Last Name

Logged inas: o
ErtyTasttiner &

Filtar.
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o My Employees - This allows the user to maintain their employee list.

= v Chopsart e Logged in as: .
DIAHFD - SPECTIONS - APPEALS ErttyTestiner S

e Direct Care Worker List

0 MyEnity _ )
csv|[PoF

w1 Self-Report

Show 10 = eniries Filter:

i DCW

Registry D First Name Last Name City County SSN Mon SSN Actions.
Search
126704 Sharan Wiliams Humboldt I E3
Employees
e Térs  Tasina Crogks Story ity [ [ |

@ Dashboard
241058 Shaina Schurke Ames - “
199219 Annessa Pruismann Boane - m
285516 Darla Helar ‘Wabster City - n
284530 Alexis Dejong Lisbon - n
287887 Do Jayamanne Ames - n
280312 Karryn Megueen Lincain - n
285670 Dagmail Abebe Ames - n
285518 Jacqueine Moran Denison - ﬂ

Showing 1 to 10 of 24 enfnes

2 3 MNext

e Dashboard option - This is the Top navigation option with NO sub-navigation options.
o This takes the user back to their dashboard.
e Users option - This is the Top navigation option with NO sub-navigation options.
o This allows for the user with the permission to manage the users associated with
the entity.

DIAHFD . |—,-| INSPECTIONS - APPEALS

= Bickford Cottage Ames Users
B MyEnilly Show 10 s enes Search

¥ Self-Report w — Email Conf Lock Siatas

Actions.
M Dow EntityTastiser SomethingEiowa. v True m

& Dashboand holly seidek@iowa gov holty sedeli@iowa.gow True SELECT -
 — Assign Ralels
Snhowing 1 to 2 of 2 entries Delete
section
Lock

oftage Amed
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Appendix A: Authentication Accounts

I.  Google signing in with an alternate email address.

= Google Account Help Q, Describe your issue

Help Center Community

Manage your email addresses >  Sign in to your Google Account with another email address

Sign in to your Google Account with another
email address

When you create a Google Account, you automatically get a Gmail address. But if you'd rather use another email
address to sign in, you can link a non-Gmail email address to the account and use it to sign in, recover your
password, get notifications, and more.

When choosing an alternate email, follow these requirements:

* You can't use a Gmail address.
* You can't use an email address that's already linked to another Google Account.
* Remember to use your Google Account password when signing in using this email address.

Important: The steps below apply only to an existing Google Account. Learn how to create a new Google account
with an alternate email address.

Computer Android iPhone & iPad

A. Navigate to Google and click the blue Sign in button located at the top right of
your browser window. If you are already signed in, log out first and then click the
Sign in button.

Gmai  Images

Google

Google Search I'm Fealing Luchy

B. Next click the Create account link below the sign in box for a new Google

Account sign up form.
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Google

One account. All of Google.

Sign in with your Google Account

Fina) vy et

Craatn sotunt

O Google Account lor everyihing Google
GMEBBL s

D. Fill in your First and Last Name in the appropriate fields.
E. Under the “Choose your username” box there is a link that says “I prefer to use

my current email address.” Click this to allow the use of your alternate email

address.
One account is all you need Name
One free account gets you into everything Google. First Last

Choose your username
G M a u ‘ ‘ b e @gmail.com

I | prefer to use my current email address I

Create a nassword

G. Then you can enter your current (non-Gmail) email address in the box.
H. You will be prompted with a screen asking you to prove that your email exists.
Enter your email to have a verification code sent to it. Check your email for the

verification. Enter it and click Verify.
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Google

Verify your email address

Enter the verification code we sent to
DavidDavidson777@protonmail.com. If you don't
see it, check your spam folder.

Enter code

890198

J. Next you will be prompted to enter in a phone number to receive a verification

K.

code. Enter in your number and click next.

Google

Verify your phone number

For your security, Google wants to make sure it's
really you. Google will send a text message with a
6-digit verification code. Standard rates apply

== ~ Phone number

Your personal info is private & safe

L. After entering the verification code you will be prompted with this screen. Fill out

the form and click next.

DIA Health Facilities Database: Entity User Guide
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e

DavidDavidson777@protonmail.com

E= ~ Phone number (optional)

‘We'll use your number for account security. It won't be visible to

others.
Month + Day Year
=
Your birthday =
Gender
Male v Your personal info is private & safe

Why we ask for this information

M.

N. Once you’ve filled out all the fields, click the Next step button. You’ll then be
asked to confirm that you agree with Google’s Privacy and Terms. Once you click

“agree” you will be automatically logged into your new account.

Control, protect, and secure your account, all in one place

‘Your Google Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy, and decide how your information can make:

Google services work better for you.
o " . . 4
B Sign-in & security > & Personal info & privacy > L& Account preferences >
Control your password and Google Account Manage your visibility sentings and the data we use Adjust account sentings, like payment methods,
socess. 1o personalize your experience. Ianguages, & storage options
Signing in to Google Your personal info Payments
Device activity & security events Contacts Purchases, subscriptions & reservations:
Apps wWith sccount access Manage your Googhe activity Language & Input Tacls
Ad Setlings Access|bility
. Cantral your content Your Googhe Drive storage
Security Checkup
(] Dalate FOUr sCcount ar semvices
' Protect your account in just a few
miirtes by reviewing your security Privacy Checkup
setings and activity
Talon this quick checkup 1o review
GET STARTED ) important privacy settings and adjust

them to yaus preference

[I.  Microsoft signing in with an alternate email address.
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Using a Microsoft account with a third-
party email address

Outlook.com

o s
e® " e Powerfull apps for proFiuctlwty,
o connection, and security

Creating a Microsoft account gives you free access to Office for the web, Skype, OneDrive, Xbox and more,
and will also give you an Outlook.com account. Read more about the benefits of a Microsoft account.

Limitations of creating an Outlook.com account using a third-
party email address

You can create an Outlook.com or Microsoft account with a new email address or use an existing email
address from a third-party email account, such as Gmail or Yahoo, but there are certain limitations when
using a third-party email address as the primary alias for your Microsoft account.

= When creating an Outleck.com account using a third-party email address, the email address must be a
valid address to which you have access.

= You can sign in to your Outlook.com mail and calendar with your third-party email address, but to access
email from your third-party account, you must set it up as a connected account. See "Connected
accounts” below.

® Syncing is a one-way connection that goes from your third-party account to your Outlook.com account.
Changes made in your third-party account will be reflected in Qutlook.com, but changes made directly in
Qutlook.com won't appear in your third-party account.

= [f you send, reply to, forward, or delete email from your third-party account using Qutlook.com, or make
changes to your calendar or contacts there, the changes will appear only in Qutlook.com.

= To create a new Outlook.com account, sign out of any existing Outlook.com accounts, then create a new

account.

Connected accounts

After you've created your Qutlook.com account, you'll want to connect your third-party account to it. By
connecting your third-party account, you'll be able to use Outlock.com to send email from your third-party
email address. You'll also be able to sync information from your third-party account to your Qutlook.com

account.

To add your third-party account as a connected account, see Add your other email accounts to Qutlock.com.

When adding your third-party account as a coennected account in Qutlook.com, you must use IMAP.

Note: Syncing between your third-party account and Outlook.com is only available for email (not calendar or
contacts) and is one-way only. If you delete, move, or read an email from a connected account in
Outlook.com, you won't see those changes when you go to your connected account.
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